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Executive Summary

The growth in Distributed and Network Systems provokes the challenge of developing a
lightweight and reliable monitoring infrastructure, appropriate for the bandwidth
constrained environments like Pakistan. MAGGIE-NS steps up to the task of developing
and deploying solutions related to Network Monitoring, Network Troubleshooting,
Capacity Planning and Auditing, Grid Scheduling and Evaluation of experimental
networking components. MAGGIE-NS primarily aims at deploying a suitable monitoring
infrastructure at NIIT and hosts in other developing countries, which is robust enough to
be comparable to other monitoring infrastructures around the world, yet lightweight
enough to generate minimal traffic on the already congested links. In order to solve these
problems, MAGGIE-NS project has made extensive improvements, and extended the
deployment and use of two mgor network monitoring infrastructures developed by the
SLAC Internet End-to-end Performance Monitoring (IEPM) team: PingER and IEPM-
BW.

PingER was installed as a monitoring host at NIIT in Pakistan, and other developing
countries including South Africa, Brazil and India, to increase the global coverage; the
number of monitoring sites was increased by 5%, monitored sites by 20% and countries
monitored by 10%. Due to the nature of the collaboration, a prime focus was on the
network infrastructure of Pakistan hence a dozen remote sites in Pakistan were also
included in the NIIT monitoring list. This enabled NIIT to measure its performance to
geographically important locations in the world as well as get a more detailed overview
of the connectivity with various parts of the country. In order to achieve sustainable
growth, the installation procedure of PingER had to be simplified and automated PingeR
management modules were developed for filtering the unreliable nodes and data
Moreover, visualization of the global network monitoring information provided by
PIngER was significantly improved with a view to present the graphs to the higher
management for the purpose of decision making. Currently, efforts are being made to
integrate the display of the PingER data with MonALISA to enable more close to real-
time display of the data by a monitoring node.

IEPM-BW was devel oped/deployed to provide active End-to-End (E2E) application and
network measurements to assist with detailed diagnostics about the network, gathering
parameters like link bandwidth (available and utilized) and routing information etc. The
MAGGIE-NS project facilitated the installation of IEPM-BW at NIIT; making NIIT the
only IEPM-BW node outside Europe and North America. IEPM-BW and PingER
together help in understanding the routing and congestion problems in the country’s
network.

In this report, the various independent student projects are also discussed which have
contributed in identifying network anomalies and either support or make use of data
provided by IEPM-BW and PingER.

TULIP (IP Locator Using Triangulation) is a project to generate pings from various
landmark sites around the world to an unknown I[P location, in order to correctly
determine the exact geographical location of that particular IP, by estimating the Great
Circle Distances (GCDs) derived from minimum Round Trip Time (RTT) measurements.
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Another tool, traceana has been developed which helps in detecting and visualizing the
route changes. This is a fairly common problem in the regions where the network
infrastructure is poor asis the case in most countries on the unfortunate side of the digital
divide.

Network Weather Forecasting is used to predict the behavior of the network by
extrapolating various parameters. It enables the network administrators and stakeholders
to visualize the expected behavior of the network based on its history. Implementation of
various forecasting and anomaly detection algorithms has been carried out to detect
significant, persistent anomalous events in real E2E Internet Performance measurements.
Besides active probing, methods for passive monitoring and anomaly detection are aso
being investigated in order to ensure addition of minimal traffic on the internet. Progress
has been made on detecting network anomalies using the Principal Component Analysis.
The results of this analysis are very encouraging especially given its ability to
simultaneously look at multiple paths and multiple metrics.

Connectivity for the Pakistan side of the project suffered during the Fiber Outage in
Pakistan from the June 27th 2005 to July 8th 2005. However, the MAGGIE-NS team at
SLAC was quick to grab this opportunity to study and analyze the effect of thislossin
terms of overall network performance of the country. This also provided an opportunity
to study the overall network infrastructure of Pakistan in general, and NTC and NIIT in
particular. We also identified and reported that the overall quality of service experienced
by Pakistani universitiesis poor. This analysis can be extremely helpful for the Pakistani
Higher Education Commission (HEC), as well as Pakistan’s National Telecommunication
Corporation (NTC) as the latter is the service provider for the Pakistan Education and
Research Network (PERN).

MAGGIE-NS project opened the doors for the research community at SLAC to identify
and understand the issues in the network infrastructure of Pakistan. However, the
contributions are much beyond the bits and bytes. The culture of research that has been
established at NIIT, with SLAC playing its due part, has been phenomenal in the overall
growth of the ingtitution. The cross visits by the researchers at SLAC and students and
faculty at NIIT has proved extraordinary in enhancing the vision and expertise of these
individuals. These experiences will have a very beneficia impact on understanding and
improving the performance of Pakistani networks, proving understanding for support
people and researchers, help sparking an Information and Communication Technology
(ICT) revolution in the country, and benefit Pakistani society by leveling the connectivity
playing field and improving access to knowledge.

MAGGIE-NS project has resulted in publication of two research papers, one report and
twelve talks and presentations ranging from Network Problems to the quantification of
digital divide. It is hoped that the extension of MAGGIE-NS and a more focused
proposal on the network infrastructure for PERN, called eM AP (end-to-end M easurement
Architecture for PERN) will be funded so that the promising work initiated can be fully
utilized for the benefit of Pakistan as well as the United States of America.
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1. Introduction

Scientific research has greater computing and networking power than ever before, but
it is recognized in the scientific community that the increases in power aso bring with
them major challenges. The deployment of Grid technologies and a production quality
Grid Service requires detailed information on network performance. It is widely believed
that what is needed is to develop a ubiquitous monitoring infrastructure that would not
only provide access to the measurements seen in multiple monitoring projects but also
provide the novel addition of allowing us to co-ordinate and integrate tools in a co-
operative framework. Such a requirement is particularly needed in Pakistan since it is
initiating and collaborating in a number of Grid computing projects like the National
University of Sciences and Technology (NUSTY) and Quaid-e-Azam University?
involvement in the CERN Large Hadron Collider (LHC) Computing Grid (LCG)
collaboration. In addition, proposals have been submitted to develop an e-education and
distance learning environment in Pakistan. Looking a the growth in the Grid
Technologies, MAGGIE-NS proposed to integrate numerous network and application
performance monitoring tools into a scalable infrastructure providing measurements,
analysis and access to data. This enables us to gather useful data from different network
monitoring and measurement tools in a closer to real-time manner for analysis. This data
gathering could be utilized to address the above mentioned Grid needs as well as to:
quickly see long term-trends, compare the performance of different world regions; spot
problems such as sudden, significant, unexpected changes in performance (anomalies);
set expectations (for example do Pakistan Research and Education sites have adequate
network infrastructure to participate in LHC Computing Grid activities); and provide
higher level decision making information for upper level management.

2. Objectives & Scope

The major objectives of the Maggie-NS project were to propose and deploy solutions
related to Network Monitoring, Network Troubleshooting, Capacity Planning and
Auditing, Grid Scheduling and Evaluation of experimental networking components.

The objective of network troubleshooting is to quickly detect and report troubles and
to provide information as to the magnitude of the trouble, when and where it occurred
and details to assist in isolation and by-pass. This requires continuous monitoring,
archiving and analysis of the data to determine normal behavior and to identify and locate
anomaliesin time and space.

Network monitoring data is necessary for capacity planning, so that resources are
readily available when needed, and in order to prevent bottlenecks. Monitoring data is
also needed to set redlistic performance expectations and to define measurable service
level agreements that can be agreed upon by the providers and users. Once the service
level agreements are in place, monitoring is required to audit and ensure that the service
level agreements are being met.

Nodes in Grid Computing are spread across the globe and scheduling the jobs on
different Grid nodes requires comprehensive monitored data; for instance in order to
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provide optimal network access to data repositories and other resources, decision making
based on the network monitoring data. The purpose of the project was to provide the data
in aformat which could be accessed by the Grid Services and used for decision making in
scheduling the Grid related jobs.

Evaluation of networking components is an important factor of network reliability
and performance. So the network monitoring data being collected could be used for
evaluation of: new protocols for very high-speed and |ow-speed networks, new network
interface card (NIC) features, large maximum transfer units (MTUs), optimal
configuration parameters (such as window sizes and number of parallel streams) etc.

3. Network Monitoring

Current Grid applications typically use a much smaller percentage of available
network bandwidth than expected. Whereas the application developers often blame the
network as a problem for poor application performance, network engineers typically
point to host issues or poor application design. Network monitoring services are
necessary to identify and resolve the network issues and verify whether the network isin
fact the source of the problem. Discovering and fixing Grid application configuration and
performance problems is a challenging task. Problems can manifest themselves in many
shapes and forms; making it difficult even for the experienced network engineers and
application developers to understand the extent if such problems.

The MAGGIE-NS project has made extensive improvements, and extended the
deployment and use of two major network monitoring infrastructures to assist in tackling
the above challenges, The infrastructures are PingeR and |IEPM-BW.

3.1. The PingER Project

As part of MAGGIE-NS, PingER® was installed as a monitoring host in Pakistan (at
NIIT), India, South Africa, and Brazil. In addition the coverage of remote sites monitored
was extended by about 20% to 673 and the countries monitored by about 10% to 114.
The aim was to improve the overall understanding of the network performance within
and from Digital Divide regions and in particular, Pakistan.

Since PingER measurements® add very little network traffic (< 100bits/s on average
per monitor-remote host pair) it can be very effectively used for monitoring low-
performance links such as those available to, within and between developing countries
and regions such as Pakistan, India, Russia, Latin America, and Africawhere the network
infrastructure is less advanced. With the installation of PingER monitoring sites in
Pakistan, India, Brazil, Russia and South Africa, the PiIngER/MAGGIE-NS project has
made significant advances on quantifying the Digital Divide in terms of Internet
performance®. The addition of about a dozen monitored remote sites in Pakistan has also
enabled a more detailed study of the connectivity within Pakistan.

3.1.1 PingeER Management

Since its inception, the size of the PingER project has grown to where it is now
monitored hosts in over 110 countries from about 35 monitoring hosts in 14 countries.
With growth in the number of monitoring as well as monitored (remote) nodes, it was
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perceived that automated mechanisms need to be developed for managing this project.
The following modules for PingER management project are being developed or under
testing at NI T/SLAC as part of the MAGGIE-NS project:

e Creation of filtersto indicate the monitoring sites whose data is not available

e Creation of filters to indicate the monitored sites that are not available and
categorize them according to their response status.

e |dentification of a host that physically moves to a new location (e.g. a named web
server actually isaproxy that is not where it used to be).

e Automated report generation tool to generate daily, monthly, yearly reports
regarding problemsin monitored data.

e Detect sudden, significant (anomalous) changes in the behavior (including breaksin
reachability) of the network.

e ldentifying discrepancies (e.g. impossible values) in measured data and in the host
configuration databases (e.g.; at the time of registration of the monitored hosts, the
data entered might be incorrect and incompl ete).

3.1.2 PingER Installation

Before the start of MAGGIE-NS project, PingER had a complex instalation
procedure. An initial improved installation process was developed by students working
with Warren Matthews at Georgia Tech. This was extended, and productized by two
MAGGIE-NS project students in order to integrate the improvements and make PingER
easier to install for the monitoring sites. This upgrade was necessary, given the increase
in the number of monitoring sites around the globe, and the lack of technical skills at the
newer sites. The new version is called PingER2, which possesses the same functionality
as PingER, but is much easier to install. As a result, nodes in Africa and Turkey are
installing PingER2, which will be a great addition to the coverage. Being an important
collaborator, NIIT is monitoring al the newly added nodes. The new results will pave
way for an interesting study of the digital divide from the countries and regions that are
on the unfortunate side of the digital divide. Essentially, this will help in classifying the
“divide that exists within the digital divide”, i.e. the division between which developing
countries/regions having the worst performance.

3.1.3 PingER Visualization

To assist in visualizing and accessing PingER data, the MAGGIE-NS project has
improved the storage of configuration data by converting to a MySQL database and
adding several new fields of information per host. Thisin turn has enabled us to develop
mouse sensitive maps that graphically illustrate the deployment of PingER.
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Figure 1. Screen shot showing the deployment of PingER amitoring (Blue) and remote (Red) hosts
When usal interactively this map allows one to move the mouse over the host to find the name of the
host.

MAGGIE-NS has developed several scriptsto assist in the creation of executive level
figures showing aggregations of performance by regions, correlations vs. populations etc.
Prior to developing these scripts, creating such figures was very labor intensive. The
MAGGIE-NS project is currently working on integrating the display of the PingeR data
with MonALISA® to enable more close to real-time display of the data by a monitoring
node. This will be a big improvement over the current simple tabular display
functionality for real time information

3.2 The IEPM-BW Project

The primary task of the IEPM-BW’ was to develop/deploy a simple and robust, ssh
based active End-to-End (E2E) application and network measurement and management
infrastructure. The IEPM project that was funded by the DOE/MICS base program has
the goa of providing Internet E2E performance monitoring for planning, setting
expectations, problem identification trouble-shooting, and networking research. The
MAGGIE-NS project has deployed IEPM-BW at BNL, CERN, FNAL, SLAC and NIIT.
Thefirst four are aimed at the High Energy Physics (HEP) CERNAHC, FNAL/CDF/DO
and the SLAC/BaBar experiments. The NIIT installation is important not only for
understanding the connectivity of NIIT and Pakistan with the rest of the world, but also
since it isthe onlylEPM-BW monitoringnodeoutside Europe and the US

3.2.1Importance of IEPM data

PathChirp: As part of the MAGGIE-NS project, IEPM-BW has been extended to
supportPathChirf. This is a packet pair dispersion technique for measuring available
bandwidth. Due to its improved accuracy’ compared to ABWE', focus is now on
PathChirpto dynamically estimate the available bandwidth along an E2E network path
from severamonitoringsites to otheremotesites.



